Master Services Agreement

CYBERGURU MASTER SERVICES AGREEMENT
October 2024

This Master Services Agreement (“Agreement”) sets out the terms of a legally binding
agreement between the Client named in the Quote (“Client”) and CyberGuru Pty Ltd
ABN 39 659 776 655 of 378 Zillmere Road, Zillmere, Queensland Australia (“CyberGuru”).

By validly accepting a Quote from CyberGuru that refers to or incorporates this
Agreement, Client and CyberGuru agree to be bound by this Agreement.

1 OVERVIEW

1.1 Summary

(@) CyberGuru agrees to provide the Goods, Services and the Deliverables set out in a
validly accepted Quote to Client in accordance with this Agreement.

1.2 The Agreement

(@) This Agreement includes these standard terms and conditions, Schedule 1 and any
Quotes that are accepted by Client pursuant to these standard terms and
conditions.

1.3 Quotes

(@ Client may acquire Goods or Services from CyberGuru pursuant to one or more
Quotes.

(b) For Client to obtain Goods or Services from CyberGuru, the parties must agree to
one or more Quotes that set out a package of goods to be delivered and/or work to
be undertaken by CyberGuru pursuant to that Quote.

(©) To be valid, a Quote must be issued by CyberGuru and accepted by Client in the
manner outlined on the Quote.

(d) Each accepted Quote forms a separate contract between the parties.

1.4 Precedence

(@ In the event of any express inconsistency, the provisions of the Quote will prevail
over these standard terms.
2 TERM

(@ The term for a Quote will commence once it is accepted by Client, unless a later
commencement date is specified in the Quote.

(b) The term for performing a Quote is to be set out in the Quote and is subject
to termination rights set out in clause 9. I I
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(©) Unless otherwise specified in a Quote, any Services for:

(i) software licensing, website hosting and Services that run on a
subscription basis (excluding domain name registration):

A) will be provided on an annual basis;

(B) will automatically renew for a further 12 months on each
anniversary of the commencement date unless the Client
provides written notice to CyberGuru within 30 days of the
next anniversary that it no longer wishes to receive the
Service.

(i) domain name registration:
A) will be provided on a two-yearly basis;

(B) will automatically renew for a further 24 months on each
anniversary of the commencement date unless the Client
provides written notice to CyberGuru within 30 days of the
next anniversary that it no longer wishes to receive the
Service.

Client must give at least 30 days’ notice to CyberGuru where there is any decrease
or increase to licence seats or users under a subscription Service. Any applicable
adjustment to Fees arising from such change will take effect from the date such
changes are made.

GOODS, SERVICES AND DELIVERABLES

A
-t

Goods

=

The Goods are specified in the Quote.

T

CyberGuru will use all reasonable endeavours to have Goods delivered within the
timeframes set out in the Quote. Client acknowledges that delivery of Goods relies
on available stock and third parties, and that CyberGuru does not accept any liability
for delay in delivery or non-availability where this is caused by circumstances
beyond CyberGuru’s control.

(@) Title and ownership of Goods supplied to Client under a Quote will not pass to
Client until Client has paid for the Goods in full and paid any other amounts owing to
Client whether under that Quote or any other Quote.

(d) Unless and until ownership of Goods passes to Client under clause 3.1(c), Client is
obligated to hold the Goods on trust for CyberGuru as bailee, not part with
possession of the Goods and only use the Goods in accordance with law and in the
ordinary course of business.

(e) The risk of loss of or deterioration or damage to the Goods will pass to Client on
delivery of the Goods to Client’s nominated address for delivery. If Client
discovers upon delivery that the Goods are damaged, they will promptly I I
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notify CyberGuru. It is Client’s responsibility to insure the Goods commencing as
from the date of delivery.

3.2 Services

(@ The Services are specified in the Quote.

(b) CyberGuru will provide the Services in a professional manner with due care and skill
and in accordance with good industry practice.

(@) CyberGuru will perform the Services in an efficient and expeditious manner and will
ensure that all persons performing any Services are properly trained, qualified and
experienced to perform the Services.

(d) In providing the Services, CyberGuru will:
(i) comply with all Laws; and

(i) comply with all reasonable directions of Client in connection with the
provision of the Services.

(e) CyberGuru will ensure that any Key Personnel nominated as such in the Quote (if
any) are involved in performance of the Services.

U] Additional or modified services may be provided under this Agreement where the
parties agree to and sign a written addendum, or Client accepts in writing (including
over email) an additional or varied Quote that specifies the additional or varied
services, and Fee changes, and states that those additional or varied services are
being provided pursuant to this Agreement.

3.3 The Deliverables

(@ Any Deliverables to be provided by CyberGuru to Client as part of the Services will
be specified in the Quote.

3.4 Cooperation

(@ CyberGuru will act in a professional and cooperative manner when dealing with

Client.

(b) The parties will always act reasonably and in good faith when dealing with each
other.

(© If CyberGuru is required by Client to work with other suppliers or contractors of

Client, CyberGuru will act cooperatively and in a friendly manner when doing so.

(d) If CyberGuru attends Client’s premises, CyberGuru must comply with Client’s
relevant policies and directions known or made known to CyberGuru including
health and safety policies.

(e) Client will cooperate with CyberGuru in supplying the Goods and Services.

(f Client must take reasonable steps to ensure Client’s systems are virus free and
backed-up prior to and during the delivery of Goods and performance of I_I
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3.6
(@)

the Services. Client will ensure that its system and computers are available for
maintenance services as advised by CyberGuru.

Client will comply with all reasonable requests or directions of CyberGuru for the
purpose of facilitating the supply of the Goods, Services and the Deliverables.

Client agrees to prepare for and attend scheduled or agreed meetings, and actively
participate in such meetings as required under the Quote.

Client’s Personnel who attend such meetings must be knowledgeable about the
issues relevant to Client that are agenda items for such meetings.

Where Client is required to review or approve a document, Deliverable or other item,
Client must do so promptly and if required must provide detailed and considered
feedback to CyberGuru.

If the requirements, project plans, schedule, specifications, scope, design, software,
hardware, or system environment or architecture relevant to Goods or Services
under a Quote are changed by Client or any other person, CyberGuru is not
responsible for the change unless Client and CyberGuru specifically consent to the
change, scheduling and additional charges, if any, in writing.

Where required by CyberGuru, Client will have all required software loaded in the
desired configuration, have technical staff possessing sufficient authority to perform
installations and changes to system definitions, and provide a site manager or
director who can approve any system changes if necessary.

Timeframes

CyberGuru will supply the Services to meet any timeframes set out in the Quote,
subiject to this clause 3.5.

If CyberGuru believes that it will be late or is late in meeting the timeframes in the
Quote, CyberGuru will notify Client in writing as soon as reasonably practical.

If this Agreement or a Quote specifies that CyberGuru requires Client to provide
anything to CyberGuru or to do anything so that CyberGuru can provide the Goods
or Services, and Client fails to do so, then CyberGuru is excused from providing the
Goods or Services until Client provides or does what is needed.

Client cannot make any claim against CyberGuru, including for failure to meet any
timeframes, if Client does not fulfil its obligations or fails to provide any necessary
materials, access or information, including as required by the Quote.

Security Services

If the Services are or include computer security and cybersecurity services
(including managed services or development services that have a computer security
or cybersecurity aspect), then this clause 3.6 applies.

Client acknowledges that computer security and cybersecurity is never
guaranteed, and that no workable system can be fully secure. I_I

CyberGuru

(07) 3185 0555 | cyberguru.com.au | cyberguru@cyberguru.com.au I I



mailto:cyberguru.com.au
mailto:cyberguru@cyberguru.com.au

Master Services Agreement

(© CyberGuru does not guarantee that any Services or Deliverables provided by
CyberGuru will make any system fully secure.

(d) Client should implement a range of measures to deal with security. The Services
and Deliverables are only a subset of necessary security measures.

(e) The Services are provided at a “point in time”. Because Client’s systems change
and security threats evolve, what is good security today may not be sufficient
tomorrow.

® CyberGuru does not guarantee that the Services will prevent Client from being
affected by any security breach or cyberattack.

3.7 Third party suppliers

(@ The Goods, Services and Deliverables may be supplied by third parties, as
described in the Quote and if so any applicable third party terms will apply.

(b) Where CyberGuru delivers Goods or Services as a value added reseller, Client
acknowledges that CyberGuru may rely on the third party supplier for monitoring,
remediation and service levels as part of that delivery.

(@) Where Client acquires third party software under a Quote, it is Client’s obligation to
enter into such software licences in its own name.

(d) Client indemnifies CyberGuru against any Loss arising from any unauthorised use of
any third party software, service or product incorporated in the Goods, Services or
Deliverables by Client or Client Personnel including any actions taken by Client and
Client Personnel on administrative accounts, and any problem or defect associated
with the third party software, service or product.

4 INTELLECTUAL PROPERTY

(@ No Intellectual Property Rights are transferred from one party to the other party by
this Agreement or due to the provision of the Goods, Services or Deliverables unless
expressly stated to be assigned in a Quote.

(b) Provided that Client makes all payments to CyberGuru as required by this
Agreement, CyberGuru grants Client a non-exclusive, non-transferable, non-
sublicensable, royalty free license to use in Australia the Intellectual Property Rights
in the Deliverables, the Services and any other material created by CyberGuru in
delivering the Services to Client for the sole and limited purpose of Client enjoying
the benefit of the Deliverables and the Services.

(©) Where a Quote expressly states that Intellectual Property Rights are to be assigned
from CyberGuru to Client, then:

(i) such assignment only takes effect once Client makes all payments to
CyberGuru as required by the Quote;

1
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(i) Client grants CyberGuru a non-exclusive, royalty free license to use such
Intellectual Property Rights for the purposes of education and training of
CyberGuru Personnel and for CyberGuru internal research; and

(i) nothing in this Agreement or the Quote assigns to Client any of CyberGuru’s
pre-existing Intellectual Property Rights or any Intellectual Property Rights in
CyberGuru’s templates and tools.

(d) CyberGuru will not infringe any Intellectual Property Rights when performing the
Services or in creating the Deliverables.

(e) CyberGuru warrants that Client’s use of the Deliverables will not infringe any
Intellectual Property Rights.

) If CyberGuru uses a third party product in any Deliverable, clause Error! Reference
source not found. applies and Client will be entitled to use the third party product
on the terms of the relevant third party license. The Quote will specify the fee for the
use of third party products.

(9) CyberGuru indemnifies Client against any liability (including liability for reasonable
legal costs) based on a claim that use of the Deliverables is an infringement of the
Intellectual Property Rights of any third person, provided that:

(i) Client notifies CyberGuru in writing within 30 days of the claim;

(i) CyberGuru has sole control of the defence and all related settlement
negotiations; and

(i) Client provides CyberGuru with the assistance, information and authority
reasonably necessary to perform the above, although reasonable out-of-
pocket expenses incurred by Client in providing such assistance will be
reimbursed by CyberGuru.

(h) CyberGuru acknowledges and agrees that Client owns all rights, title and interests
(including Intellectual Property Rights) in any materials provided by Client to
CyberGuru or that Client otherwise has the right to supply such materials to
CyberGuru, and nothing in this Agreement is intended to transfer ownership of or
any interest in Client’s works, trademarks or brands (including any Intellectual
Property Rights) to CyberGuru.

(i CyberGuru has no liability for any claim of infringement resulting from (i) Client’s use
of a superseded or altered release of some or all of the Deliverables if infringement
would have been avoided by the use of a subsequent unaltered release of the
Deliverables which is offered or provided to Client, (ii) use of materials not furnished
by CyberGuru, or (iii) Client not following any instructions for use provided by
CyberGuru or third party suppliers, or (iv) Client using any Deliverable other than as
intended by the Quote.

1) If some or all of the Deliverable is held or is believed by CyberGuru to infringe,
CyberGuru has the option, at its expense, (i) to modify the Deliverable to be
non-infringing; (ii) to obtain for Client a license to continue using the I I

CyberGuru
(07) 3185 0555 | cyberguru.com.au | cyberguru@cyberguru.com.au I I



mailto:cyberguru.com.au
mailto:cyberguru@cyberguru.com.au

Master Services Agreement

Deliverable; or (iii) to require return of the infringing Deliverable to CyberGuru in
which case CyberGuru will refund all Fees relating to future use of the infringing
Deliverables on a pro rata basis.

k) Client indemnifies CyberGuru against any liability (including liability for reasonable
legal costs) based on a claim that use of any materials provided by Client to
CyberGuru or that complying with Client’s instructions is an infringement of the
Intellectual Property Rights of any third person, provided that:

(i) CyberGuru notifies Client in writing within 30 days of the claim;

(i) Client has sole control of the defence and all related settlement negotiations;
and

(i) CyberGuru provides Client with the assistance, information and authority
reasonably necessary to perform the above, although reasonable out-of-
pocket expenses incurred by CyberGuru in providing such assistance will be
reimbursed by Client.

() This clause states the parties’ entire liability and exclusive remedy for infringement
of Intellectual Property Rights.

5 FEES, PAYMENT AND GST
5.1 Fees and Payment

(@) Client must pay the Fees set out in each invoice within 7 days of receipt, in
accordance with this clause 5.

(b) If Client, acting reasonably, disputes an invoice within 7 days of receipt, then Client
must pay the undisputed part of the invoice on time and the parties will promptly
meet to resolve the dispute.

(€ CyberGuru may only issue invoices to Client in accordance with the terms of this
Agreement and in accordance with any timeframes for invoicing or payment set out
in the Quote.

(d) CyberGuru’s Fees and rates are reviewed and adjusted annually on 1 July.
CyberGuru will as soon as reasonably practicable after 1 July provide notification of
any increased Fees and rates. Where a Quote involves Good, Services or
Deliverables from any third party supplier, Client acknowledges and agrees that any
price increases from those third party suppliers will be passed on to Client at the
time they take effect. CyberGuru will notify Client in writing of any third party price
increase affecting the Client’s Quote as soon as practicable and the date the third
party price increase will take effect.

(e CyberGuru reserves the right to at any time on 30 days prior written notice increase
the consultant rates payable under this Agreement.

U] CyberGuru reserves the right to apply a loading depending on whether the Services
fall within Business Hours, Urgent Business Hours, After Hours or Urgent
After Hours, and to apply a callout fee for onsite Services under two hours. I I
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5.2
(@

Where any Fees or other charges due and payable by Client are overdue by seven
(7) Business Days, CyberGuru may charge default interest at the rate of 10% per
annum on the unpaid amount until it is paid.

GST

If GST is payable on a supply made under or in connection with this Agreement, the
party providing the consideration for that supply must pay as additional
consideration an amount equal to the amount of GST payable on that supply.

Unless otherwise stated, all amounts referred to in this Agreement, including the
Fees, are stated on a GST exclusive basis.

If an adjustment event occurs in relation to a supply made under or in connection
with this Agreement, the GST payable on that supply will be recalculated to reflect
that adjustment and an appropriate payment will be made between the parties.

In providing an invoice, a party shall provide proper tax invoices if GST is applicable
to the Fees.

Terms which have a defined meaning in the A New Tax System (Goods and Services
Tax) Act 1999 (Cth) shall have that meaning in this Agreement.

CONFIDENTIALITY

Each party agrees to keep strictly confidential, and not to disclose, the Confidential
Information of the other party.

Each party agrees to use the Confidential Information of the other party solely to
carry out obligations or receive the benefit of this Agreement.

Notwithstanding the foregoing, a party may disclose Confidential Information of the
other party:

(i) to its legal advisors, accountants, auditors on a confidential need-to-know
basis;

(ii) to its employees and its related bodies corporate on a confidential need-to-
know basis;

(iif) in enforcing this Agreement or in a proceeding arising out of or in connection
with this Agreement; or

(iv) to the extent required by Law or pursuant to a binding order of a government
agency or court.

Client acknowledges that in providing Goods and performing the Services,
CyberGuru may obtain access to Client Confidential Information and Confidential
Information regarding Client’s customers.

Any report that is a Deliverable produced by CyberGuru specifically for Client as a
result of the Services will be treated as Confidential Information of Client.

1
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4] CyberGuru may identify Client as a Client of CyberGuru including in marketing and
promotional materials. In bids for new work, CyberGuru may use Client as a
reference client but will inform Client prior to doing so.

(9) If Client is affected by any kind of security breach or cyberattack, Client (and its
Personnel) must not link such security breach or cyberattack to CyberGuru including
in any announcement, publication, declaration, or other communications, without
CyberGuru’s prior written consent (unless required by Law to do so).

7 PRIVACY AND SECURITY

(@ Each party must comply with the Privacy Act (as though it were an entity bound by
the Privacy Act and notwithstanding the small business exception in the Privacy Act)
and any other applicable Privacy Laws, in respect of any Personal Information that:

(i) one party discloses to the other party; or

(i) comes into the possession or control of that party arising out of or in relation
to the performance of this Agreement.

(b) CyberGuru must not, directly or indirectly, store or use Personal Information of
Client’s clients or transfer such Personal Information outside Client’s network or
environment unless specified or required by the Quote. Where Client gives
CyberGuru access to Client’s computer network or environment, Client
acknowledges that CyberGuru may have access to Personal Information of Client’s
clients that is stored in such network or environment.

(©) Client must, throughout the Term, obtain all necessary consents, and provide all
necessary collection notices, relevant to the Services, including those required by
the Privacy Laws in relation to the collection, use, disclosure and storage of
Personal Information of any individual whose Personal Information may be provided
to Client, directly or indirectly, as contemplated by this Agreement.

(d) If CyberGuru becomes aware of a privacy or security breach relating to the Services,
CyberGuru will promptly notify Client.

(e) CyberGuru will comply with the Data Security Schedule set out in Schedule 1.
8 FORCE MAJEURE

(@) Subject to the requirement to give notice under this clause, if the performance by
any party (Affected Party) of all or any of its obligations under this Agreement is
prevented or delayed (in whole or in part) due to any Force Majeure Event, this
Agreement will continue and remain in effect but the Affected Party will not be in
breach of this Agreement for that reason only, and the Affected Party will be granted
a reasonable extension of time to complete performance of its affected obligations.

(b) The Affected Party must promptly after becoming aware of a Force Majeure Event,
give written notice to the other party of the nature of the Force Majeure Event and
the way and the extent to which its obligations are prevented or delayed
and notify the other party of any material change in these matters and use I_I

CyberGuru
(07) 3185 0555 | cyberguru.com.au | cyberguru@cyberguru.com.au I I



mailto:cyberguru.com.au
mailto:cyberguru@cyberguru.com.au

Master Services Agreement

11

its reasonable endeavours to limit the effects of the Force Majeure Event, and
promptly carry out its obligations as soon as, and to the extent that, it is able to do
So.

TERMINATION AND SUSPENSION

Either party may terminate this Agreement and all current Quotes with immediate
effect by giving written notice to the other party at any time if:

(i) the other party experiences an Insolvency Event; or

(ii) the other party breaches any material provision of this Agreement which is
incapable of being remedied, or where the breach is capable of being
remedied, fails to remedy the breach within 30 days after receiving written
notice from the terminating party requiring it to do so.

The parties may terminate this Agreement by mutual agreement.

Client may not suspend work on a Quote without CyberGuru written consent.
CyberGuru may suspend provisions of a Quote if Client is overdue on payment of
Fees by more than 7 days.

Upon termination of this Agreement, CyberGuru must promptly return to Client all
documentation containing Confidential Information of or belonging to Client.

CyberGuru will assist Client in the orderly termination of this Agreement including
transfer of the Services to another provider. Client agrees to pay CyberGuru for
transitional assistance at its standard rates.

WARRANTIES
Each party warrants that it:

(i) has the authority to enter into and perform its obligations under this
Agreement and that this Agreement has been duly executed and is a legal,
valid and binding Agreement;

(i) will comply at all times with applicable Laws; and

(ii) will not do anything or make any statement that could be reasonably
expected to harm the reputation of the other party.

CYBERGURU WARRANTIES
CyberGuru warrants that:

(i) CyberGuru has all applicable licenses, permits and government
authorisations required to perform CyberGuru’s obligations in accordance
with this Agreement;

(ii) CyberGuru will perform the Services in a professional manner conforming
to generally accepted industry standards;

(i) CyberGuru has the skill, facilities, capacity and Personnel necessary to
perform its obligations under this Agreement; and I_I
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(iv) no conflict of interest exists or is likely to arise in the performance of its
obligations under the Agreement, and CyberGuru will use its best
endeavours to ensure that no conflict of interest arises during the Term.

(b) Client must report any deficiencies in the Goods or Services to CyberGuru in writing
within 7 days for Goods and 30 days for Services, or such other timeframe as set
out in the Quote.

(@) Unless specified otherwise in the Quote, the supply of Goods are covered by
manufacturer’s warranty which CyberGuru will pass through to Client. CyberGuru
supplies Goods subject to all applicable conditions, including returns and claims
policies, of any relevant manufacturer. Client must accept the Goods subject to
these conditions and deal directly with the manufacturer for any claims. Client
indemnifies CyberGuru for any Loss incurred in respect of any obligation or failure or
default on the part of the manufacturer of Goods, including any breach by the
manufacturer of the manufacturer’s warranties.

12 DISCLAIMERS AND LIMITATIONS ON LIABILITY

€) THE SERVICES ARE PROVIDED “AS IS.” EXCEPT TO THE EXTENT PROHIBITED
BY LAW, OR TO THE EXTENT ANY STATUTORY RIGHTS APPLY THAT CANNOT
BE EXCLUDED, LIMITED OR WAIVED, OR TO THE EXTENT EXPRESSLY SET OUT
IN THIS AGREEMENT OR A RELEVANT QUOTE, CYBERGURU (A) MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE REGARDING THE GOODS AND
SERVICES, AND (B) DISCLAIMS ALL WARRANTIES, INCLUDING ANY IMPLIED OR
EXPRESS WARRANTIES (I) OF MERCHANTABILITY, SATISFACTORY QUALITY,
FITNESS FOR A PARTICULAR PURPOSE, OR QUIET ENJOYMENT, (Il) ARISING
OUT OF ANY COURSE OF DEALING OR USAGE OF TRADE, (llly THAT THE
SERVICES WILL BE UNINTERRUPTED OR ERROR FREE, AND (IV) THAT ANY
CONTENT WILL BE SECURE OR NOT OTHERWISE LOST OR ALTERED.

(b) Except to the extent prohibited by Law, neither party will be liable to the other party
for any Consequential Loss suffered or incurred by the other party whether in
contract, tort (including negligence) or otherwise in connection with the Agreement,
even if a party has been advised of or is aware of the possibility of such damage.

(© Subject to clause 12(d), except to the extent prohibited by Law, the maximum
liability of either party, whether in contract, tort (including negligence) or otherwise in
connection with each Quote (including under an indemnity), is limited to the
limitation amount specified in the Quote under which the liability arises, and if no
limitation amount is specified in the Quote, then is limited to the amount of the Fees
paid to CyberGuru pursuant to that Quote.

(d) The limitation of liability in clause 12(c) does not apply to liability in relation to:
(M personal injury, including sickness and death;

(ii) an infringement of Intellectual Property Rights; I_I
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(i) any fraudulent act or omission; or
(iv) any obligation to pay Fees to CyberGuru.

(e) Without limiting any other provision of this Agreement, CyberGuru is not liable to
Client or any other person to the extent that the Goods or Services (i) cause damage
to Client’s systems or assets or (ii) fail to identify a relevant security issue.

® To the extent that the Law implies a warranty or guarantee that cannot be excluded,
then CyberGuru’s liability in respect of that warranty or term is limited (at
CyberGuru’s option) to:

(M replacing or repairing the relevant Goods, or paying someone to resupply
or repair the Goods;

(i) resupply of the relevant Deliverable or Service or paying someone to
resupply the relevant Deliverable or Service.

(9 The parties agree that the waivers and limitations specified in this clause 12 apply
regardless of the form of action, whether in contract, tort (including negligence),
strict liability or otherwise and will survive and apply even if any limited remedy
specified in this Agreement is found to have failed of its essential purpose.

(h) A party who suffers loss or damage must use reasonable steps to mitigate its loss.
The other party will not be responsible for any loss, damage or expenses to the
extent that the injured party could have avoided or reduced the amount of the loss,
damage or expense, by taking reasonable steps to mitigate its loss.

(M Each party’s liability under this Agreement will be reduced proportionally to the
extent to which any Loss was caused or contributed to by any negligence or wilful
misconduct of the other party or their Personnel.

13 ASSIGNMENT

(@ A party must not assign or novate, directly or indirectly, any of its rights or
obligations under this Agreement without the prior written consent of the other party
which must not be unreasonably withheld or delayed.

(b) However, CyberGuru may assign this Agreement in connection with the sale or
reorganisation of all or part of CyberGuru’s business.

14 SUBCONTRACTING
(@ CyberGuru may subcontract some or all of its obligations under this Agreement.

(b) If CyberGuru does so, CyberGuru is responsible for the conduct of the
subcontractor.

15 SURVIVAL

(@ Without limiting any other provision of this agreement, clauses 4, 5, 6, 7 and 12, and
any other clauses which should by their nature survive termination of this
Agreement, survive termination or expiry of this Agreement for any reason.

1
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16 NOTICES

(@ Any notice, demand, consent or other communication (a Notice) given or made
under this Agreement:

(i) must be in writing and signed by the sender or a person duly authorised
by the sender;
(i) must be addressed and delivered to the intended recipient by prepaid

post or by hand or email to the address or email address of the
representative of the party as specified in the Quote, or as last notified by
the intended recipient to the sender; and

(ii) will be conclusively taken to be duly given or made when delivered,
received or left at the above email address, or address. If delivery or
receipt occurs on a day that is not a business day in the place to which
the Notice is sent or is later than 4pm (local time) at that place, it will be
conclusively taken to have been duly given or made at the
commencement of business on the next business day in that place.

17 DISPUTE RESOLUTION

(@ If a dispute arises out of or in relation to this Agreement, either party may notify the
other in writing in which case a nominated representative of each affected party
must promptly attempt in good faith to resolve the dispute. If the parties are unable
to resolve the dispute within seven days of the written notification referred to in this
clause, each party must promptly refer the dispute for resolution to one of the
Managing Director, Chief Executive or Chief Operating Officer (Senior Executive) of
that party.

(b) If the parties are unable to resolve the dispute within 21 days following referral to the
Senior Executive of the relevant parties, then either party may use such lawful
dispute resolution procedures or seek such legal and equitable remedies as it
considers necessary or appropriate in its sole discretion.

(€ Nothing in this clause 17 shall prevent a party from seeking urgent injunctive relief
before an appropriate court.

18 INSURANCE
(a) CyberGuru will maintain sufficient insurance coverage relevant to the Quotes.

(b) Without limiting the foregoing, to the extent this Agreement creates exposure
generally covered by the following insurance policies, CyberGuru will maintain at
least the following insurance for the Term:

(i) Public & Products Liability at no less than $20 million for any one
occurrence in respect of product liability and $20 million for any one
occurrence in connection with the insured’s business;

(i) Worker’'s Compensation, as required by law; and
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(i) Professional Indemnity insurance at limit of no less than $2 million for any
one claim and $6 million in aggregate.

19 GENERAL

(@ Each party agrees to do all things and execute all deeds, instruments, transfers or
other documents as may be necessary or desirable to give full effect to the
provisions of this Agreement.

(b) This Agreement contains the entire agreement between the parties with respect to
the subject matter.

(c) This Agreement may only be amended only by another written agreement executed
by all the parties, subject to clause 3.2(f) where Quotes may be amended in writing
between the parties.

(d) CyberGuru is a contractor of Client. CyberGuru is not an agent or employee of
Client. Nothing in this Agreement will be construed to create a partnership, joint
venture, or agency relationship between the parties.

(e) During the Term and for one year following the end of the Term, a party must not,
without the other party’s prior written consent, directly or indirectly: (i) solicit or
encourage any person to leave the employment or other service of the other party;
or (i) hire any person who has left the employment within the one year period
following the termination of that person’s employment with the other party.

() No failure to exercise or delay in exercising any right, power or remedy under this
Agreement operates as a waiver. A single or partial exercise or waiver of the
exercise of any right, power or remedy does not preclude any other or further
exercise of that or any other right, power or remedy. A waiver is not valid or binding
on the party granting that waiver unless made in writing.

(e)) The rights, powers and remedies provided to a party in this Agreement are in
addition to, and do not exclude or limit, any right, power or remedy provided by law
or equity or any agreement.

(h) Any term of this Agreement which is wholly or partially void or unenforceable is
severed to the extent that it is void or unenforceable. The validity or enforceability of
the remainder of this Agreement is not affected.

(i) Each party must bear its own costs arising out of the negotiation, preparation and
execution of this Agreement.

) This Agreement and, to the extent permitted by law, all related matters including
non-contractual matters, is governed by the laws of Queensland. In relation to such
matters each party irrevocably accepts the non-exclusive jurisdiction of courts with
jurisdiction in Queensland and waives any right to object to the venue on any
ground.
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20 DEFINITIONS AND INTERPRETATION
20.1 DEFINITIONS
The following definitions apply unless the context requires otherwise.

After Hours means Saturday, Sundays, public holidays and before 8.00am and after
5.00pm on all other dates.

Business Hours means Monday to Friday from 8.00am to 5.00pm, excluding public
holidays.

Consequential Loss means any indirect or consequential Loss, including any loss of
profits, loss of revenue, loss of or damage to data, loss of contract value, loss of
anticipated savings, loss of opportunity, and loss of reputation or goodwill.

Confidential Information means all non-public business or technical information, in any
form whether tangible or not, disclosed or communicated by a party to the other, or learnt
or accessed by, or to which the other party is exposed as a result of entering into this
Agreement.

Confidential Information does not include information which party can demonstrate by
written records was:

(@ already known to that party;
(b) received by that party from a third party not under a duty of confidence; or

(@) independently developed by that party by people who did not have access to the
Confidential Information of the other party.

Deliverables are any works, reports, materials, items or products that CyberGuru is
required by this Agreement to provide to Client, being those deliverables specified in the
Quote.

Fees means the fees and expenses set out in the Quote.

Force Majeure Event affecting a party means a circumstance beyond the reasonable
control of that party causing that party to be unable to observe or perform on time an
obligation under this Agreement, including acts of God, lightning strikes, earthquakes,
floods, storms, explosions, fires and any natural disaster, acts of public enemies, terrorism,
riots, civil commotion, malicious damage, sabotage, revolution and acts of war and war,
general strikes (other than of its own staff), embargo, or power, water and other utility
shortage or outage.

Goods is defined in the Quote.

An Insolvency Event occurs in respect of a person where:

(a) a party ceases, suspends or threatens to cease or suspend the conduct of all or a
substantial part of its business or disposes of or threatens to dispose of a
substantial part of its assets;
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(b) a party becomes unable to pay its debts when they fall due, or stops or suspends or
threatens to stop or suspend payment of all or a class of its debts;

(@) a party becomes or is (including under legislation) deemed or presumed to be
insolvent;

(d) a party has a receiver, manager, administrator, administrative receiver or similar
officer appointed in respect of it or the whole or any part of its assets or business;

(e) any composition or arrangement is made with any one or more classes of its
creditors;

® except for the purpose of solvent amalgamation or reconstruction, an order,
application or resolution is made, proposed or passed for its winding up, dissolution,
administration or liquidation;

(s)) a party enters into liquidation whether compulsorily or voluntarily; or
(h) any analogous or comparable event takes place in any jurisdiction.

Intellectual Property Rights means all industrial and intellectual property rights of any kind
including but not limited to copyrights (including rights in computer software), trade marks,
service marks, designs, patents, trade secrets, semi-conductor or circuit layout rights,
trade, business, domain or company names, rights in Confidential Information, know how
and other proprietary rights (whether or not any of these are registered and including any
application, or right to apply, for registration) and all rights or forms of protection of a similar
nature or having equivalent or similar effect to any of these, which may subsist anywhere in
the world, but excludes moral rights, and similar personal rights, which by law are non-
assignable.

Law means all applicable laws including rules of common law, principles of equity, statutes,
regulations, proclamations, ordinances, by laws, rules, regulatory principles, requirements
and determinations, mandatory codes of conduct and standards, writs, orders, injunctions
and judgments, and includes any Privacy Laws.

Loss means any claim, loss, damage, liability, cost, charge or expense (including legal
expenses on a full indemnity basis), however arising, and whether present or future, fixed or
unascertained, actual or contingent.

Personal Information has the meaning given to that term in the Privacy Act.

Personnel means, in respect of a person, any officer, employee, contractor, servant, agent,
or other person under the person's direct or indirect control and includes any
subcontractors.

Privacy Laws means all legislation, principles, industry codes and policies, as amended or
replaced from time to time, which relate to the collection, use, disclosure, storage or
granting of access rights to Personal Information, and includes the Privacy Act 1988 (Cth)
and the Spam Act 2003 (Cth).

Quote means the document produced by CyberGuru titled “Quote” or “Statement
of Work” that refers to this Agreement and that is validly accepted by Client.

CyberGuru
(07) 3185 0555 | cyberguru.com.au | cyberguru@cyberguru.com.au I I



mailto:cyberguru.com.au
mailto:cyberguru@cyberguru.com.au

Master Services Agreement

Services is defined in the Quote.

Term means the period from the commencement date until the expiry date set out in the
Quote, and if no period of time is set out, then from the date the Quote is accepted by
Client until the Goods and Services are completed.

Urgent After Hours means work that is performed at the request of Client on an urgent
basis After Hours.

Urgent Business Hours means work that is performed at the request of Client on an
urgent basis during Business Hours.

20.2 INTERPRETATION

Headings are for convenience only and do not affect interpretation. The following rules
apply unless the context requires otherwise.

(@ the singular includes the plural and conversely;

(b) where a word or phrase is defined, its other grammatical forms have a
corresponding meaning;

(@) a reference to a person includes any body corporate, unincorporated body or other
entity and conversely;

(d) a reference to any party to this Agreement or any other agreement or document
includes the party’s successors and permitted assigns;

(e) a reference to any agreement or document (including a reference to this Agreement)
is to that agreement or document as amended, notated, supplemented, varied or
replaced from time to time, where applicable, in accordance with this Agreement or
that other agreement or document;

® a reference to any legislation or to any provision of any legislation includes any
modification or re-enactment of it, any legislative provision substituted for it and all
regulations and statutory instruments issued under it;

(s)) a reference to conduct includes any omissions, statement or undertaking, whether
or not in writing;

(h) a reference to time or dates is a reference to the time and date in Brisbane,

Queensland;
(M a reference to includes, means includes without limitation; and
1) all references to $ are to Australian dollars, unless otherwise specified.
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Schedule 1
Data Security Schedule

1 Data Security Schedule
(@ This Data Security Schedule forms part of the Agreement.

(b) To the extent of any express inconsistency, the provisions of this Data Security
Schedule prevail over the terms and conditions of the Agreement.

2 Security of Client Data
(@) This Data Security Schedule applies to Client Data.

(b) In this Schedule, “Client Data” means all data and information relating to Client, and
its operations, facilities, customers, clients, personnel and assets, in whatever form
that information may exist that is stored, collected, generated by or processed as
part of the Services or otherwise made available by Client to CyberGuru.

(©) CyberGuru acknowledges that CyberGuru obtains no right, title or interest with
respect to any Client Data, other than a right to use Client Data for the purpose of,
and to the extent required for, the carrying out of the Services in accordance with
this Agreement.

(d) CyberGuru will not, unless required by a Quote:

(M use any Client Data for any purpose other than for the purpose of, and
only to the extent required for, carrying out the Services in accordance
with this Agreement;

(i) sell, assign, lease or commercially transfer any Client Data; or
(ii) perform any data analytics on Client Data.

(e) CyberGuru will take reasonable steps to protect any Client Data collected,
processed or held by CyberGuru from misuse, interference and loss, as well as
unauthorised access, modification or disclosure. CyberGuru will not store such
Client Data outside of Australia where reasonably practicable, however Client Data
may be stored, transferred and processed outside of Australia (including by
CyberGuru’s service providers) depending on the Client’s Services.

) Where CyberGuru has access to Client Data that is not collected, processed or held
by CyberGuru, CyberGuru will not (unless permitted by Client) misuse, interference
with, modify, disclose or delete such Client Data and will take reasonable steps to
prevent unauthorised access to such Client Data due to a fault of CyberGuru.

(s)) CyberGuru will comply with the Australian Privacy Principles, including APP 11
relating to security of Personal Information in respect of Client Data.
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(h) CyberGuru will promptly notify Client where CyberGuru is required by Law to
disclose any Client Data to any third party contrary to the terms of this Agreement.

3 Data Security Incident
3.1 Definition

(@ In this Schedule, “Data Security Incident” means an incident involving the
compromise of the confidentiality, integrity or availability of Client Data collected,
processed or held by CyberGuru.

3.2 Information security controls

(@) CyberGuru must establish, maintain and enforce information security controls to
guard against a Data Security Incident concerning Client Data collected, processed
or held by CyberGuru.

3.3 Information security procedures

(@ In respect of the Client Data covered by clause 3.2(a), CyberGuru must implement
and maintain a program of technical and organisational information security
procedures that relate to ICT security and cyber security.

(b) If requested by Client, CyberGuru must provide Client and Client’s auditors with
details of such controls, but in doing so will not provide information that may
compromise CyberGuru’s security.

(c) Without limiting this clause 3, CyberGuru must comply with any additional security
obligations or standards specified in a Quote.

3.4 Testing and audit

(@ CyberGuru must regularly (and at least once per calendar year) audit and test the
procedures referred to in clause 3.3, to ensure the design effectiveness and
operating effectiveness of those procedures, and promptly take steps to reasonably
required to implement any recommendations arising out of such audits and testing.

(b) If requested by Client, CyberGuru must provide Client and Client’s auditors with
details of such testing, but in doing so will not provide information that may
compromise CyberGuru’s security.

3.5 Response to Data Security Incident

(a) CyberGuru will promptly, and in any event within 48 hours, inform Client of a Data
Security Incident.

(b) In respect of a Data Security Incident, CyberGuru will:

(i) regularly update Client on all known details about the Data Security
Incident and the progress of any remedial actions;

(ii) take immediate action with the aim to stop or minimise the Data Security
Incident (including where relevant by preventing access) and

minimise and mitigate its effects; I_I
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(i) retain and preserve all data critical to identifying the nature, extent and
cause of the Data Security Incident; and

(iv) cooperate with Client in any investigation or audit in respect of the Data
Security Incident.
3.6 Other Obligations
(@ For clarity, nothing in this Schedule:

(i) requires CyberGuru to provide Client with specific details that relate to
CyberGuru’s other clients or would breach any applicable Laws; and

(ii) limits CyberGuru’s obligations at Law with respect to the notification and
resolution of Data Security Incidents.
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